BAN Logic Basic rules
The definitions and their implications are below (P and Q are network agents, X is a message, and K is an encryption key):
· P believes X: P acts as if X is true, and may assert X in other messages.

· P has jurisdiction over X: P's beliefs about X should be trusted.

· P said X: At one time, P transmitted (and believed) message X, although P might no longer believe X.

· P sees X: P receives message X, and can read and repeat X.

· {X}K: X is encrypted with key K.

· fresh(X): X has not previously been sent in any message.

· key(K, P<->Q): P and Q may communicate with shared key K
The meaning of these definitions is captured in a series of postulates:

· If P believes key(K, P<->Q), and P sees {X}K, then P believes (Q said X)

· If P believes (Q said X) and P believes fresh(X), then P believes (Q believes X).

P must believe that X is fresh here. If X is not known to be fresh, then it might be an obsolete message, replayed by an attacker.

· If P believes (Q has jurisdiction over X) and P believes (Q believes X), then P believes X
· There are several other technical postulates having to do with composition of messages. For example, if P believes that Q said <X, Y>, the concatenation of X and Y, then P also believes that Q said X, and P also believes that Q said Y.
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