Manual de Configuracion de Router Cisco 871W

Requisitos
Contar con Internet Explorer version 7.0
Instalar el programa Cisco System SDM

1. Verificar que la conexién de area local este configurada para que tome IP
automaticamente.
2. Conecte el Router a la computadora, para esto puede usar
a. Cable de consola
b. Cable UTP categoria 5, 5e 0 6
3. Una vez conectado el cable UTP la conexion de area local tomaréd la siguiente
direccion.

- w1

=% Estado de Conexidn de area local @

General | Soporte

Eztada de la conesidn

_d"q Tipo de direccian: Azignada por DHCP
I'_/‘_L, Direccidn [P 1010102
M azcara de subred: 255,255, 255.248
Puerta de enlace pred.: 1070101

Detalles. ..
“Windows no detectd ningdn problema con
ezta conexian. Sino ze puede conectar, haga

clic en Reparar.

Cerrar

4. Abrir el explorador de Internet y escribir http://10.10.10.1




@ Fscritorio de Servicio Conéctate - Microsoft Internet Explorer provided by Panama Aprende = Hlﬁ’ |@

GE\{} + ] hepif10.10.10.1) M\‘__rl |E} [Live search “EB
w o ) Conectanda... li| o - i - b Pagina - () Herramientas - =

Ehconéctate Escritorio de Servicio Conectate
'Conectarse 2 10.10.10.1 Bx]
(i

El servidor 10,10,10.1 en level_15 or view_access requiere )
un nambre de usuario ¥ una contraseria, =

Advertencia! este servidor esta solicitando que su nombre
de usuario y conkrasefia se envien de forma no segura
(autenticacion basica sin conexidn segura).

Usuario: | [ M

Contrasefia; |

[CIrecordar contrasefia

Esperando a http:/{10,10,10. /... T | 8 € mernet H00% v

5. Para poder ingresas le va a pedir el nombre de usuario y contrasefia, por defecto el
usuario es cisco y la contrasefia es cisco.

é http: /11010101 /archive/flash: home/htmi/home _aux_shtml - Microsoft Internet Explorer provided by Panama Aprende E”@@

@ - |g, http:/f10,10,10. 1 farchivefflash:home/htmithome_aux. shkml M|E\ |E} |Lwa Search ||EE‘
= — e . »

woafr b httpiff10.10,10.1 /archiveflash:homefhtmlihome_au,.. I | @ % @ = \:_—,‘{Pagma - @-Herramlentas -

Cisco Router and Security Device Manager
(SDM)

Windows Internet Expln r E

L) You are using HTTP ta connect to the router,
\,:) A more secure protacol (HTTPS) is available.
Click OK ko use HTTPS, of Cancel ko continus with HTTR,

Application v &
Acepkar

Copyright 07 Cisco Systems, Inc. All rights reserved,

[ €D Internet LT

Esperanda a http:ff10,10,10,1/archiveiflash: homefhtmlthome_engine.shtml...



6. Hacer clic en aceptar para realizar la configuracion en modo seguro, con el cifrado
de datos de HTTPS.

lﬁ Error de certificado: Exploracion bloqueada - Microsoft Internet Explorer provided by Panama Aprende o = E
5@# - |g, https:[/10,10,10,1/ archive/flash:home/htmifhome_aus,shtml?SecureChecked M EHZ‘ |Lwa Search ||P "
— i »

e o [@Error de certificada: Exploracion blogueada I I - B = v b Paging = () Herramientas -

i
@ Existe un problema con el certificado de seguridad de este sitio web.

El certificado de seguridad de este sitio web no fue emitido por una entidad de certificacion de
confianza.

Este sitio web presenté un certificado de seguridad emitido para una direccién de sitio web
diferente.

Los problemas con los certificados de seguridad pueden indicar un intento de enganiarle o de
interceptar cualquier dato enviado al servidor.

Le recomendamos que cierre esta pagina web y no vaya a este sitio web.

& Haga dlic aqui para cerrar esta pagina web.

i@ Vaya a este sitio web (no recomendado).

t:j Mas mormacion

https:if10,10,10.1 farchive/flash:homeshtrlfhome _aux.shtml?SecureChecked 0 Inkernet o, 100%,

7. Escoger la opcion Vaya a este sitio web (no recomendado)

8. Introducir el usuario cisco y la contrasefa cisco.

Conectarse 4 10.10.10.1 JEd

B,
|I F f ik}

El servidor 10,10,10.1 enlevel_15 ar view_access requiste
un nombre de usuario Y una conkraseria,

Isuario; | £ cisco | w |

Contrasefia; | saene |

[ ]recordar contrasefia

[ fceptar ][ Cancelar J




& https://10.10.10.1/7SecureChecke ditesFS flash:&commonFS—flash: &homeFS-flash:&... |~ |

Cisco SDM Express

: : aliadn
Copynght © 2002 - 2007 Cisco Sysiems, Inc.
All rights reserved CIsSCoO

Loading Cisco SDM Express. Please wait... I

SDM Express for 10.10.10.1 will open in another window. Do
not close this window until you
exit SDM Express _

Listo [g €D Internst  100% v

9. Esperar un momento, hasta que le aparezca la siguiente pantalla.

[ - =

Advertencia - Seguridad ﬁ

El certificado de la pagina web no es valido. iDesea
continuar?

Mombre: I105-Self-Signed-Certificate-2614932193

Editor: I05-3elf-Signed-Certificate-2614932193

[ ] Confiar siempre en el contenido de este editor,;

| s | [ mwe |

Contirde sdlo si confa en el origen de la aplicacian., Mas informacion...

Q"_) El certificado na se puede werificar mediante una fuente de confanza.
L]




10. Hacerle click en Si.

-

Advertencia - El nombre de host no coincide

El nombre de la pagina no coincide con el nombre del
certificado. &Desea ejecutar la aplicacion?

Mombre: 10.10.10.1

Editor: 105-5elf-Signed-Cerkificate-26 14932193

Ejecutar

] [ Cancelar

11. Seleccionar el botén Ejecutar.

Se necesita contrasena - Conexion en red

rj Servidor: J10.10.10.1

L3 Ambito: level_15 or view_access
E=squema: basic
Mombre de usuario: Cisco
Contrasefia: rrEr

12. Introducir el usuario cisco y la contrasefia cisco.




13. Ya va a estar listo para realizar la configuracion inicial del Router.

-

Cisco SDM Express Wizard

Welcome to the Cisco SDM Express Wizard

Configuration Steps
The Cisco SDM Express wizard will help you connect your router to the local
netwaork and to the Internet. After you complete the wizard screens, you can review
7 your settings and return to any screen to change settings before delivering the
v Overview

settings to the router.
Basic Configuration

Ifyau use Cisco Metwark Services (CHE) to configure rauters in your netwaork, you
can specify the CNE parameters that will enable the router to contact the CHE
senver to ohtain a configuration.

LANM IP Address
DHCP

Internet (WAN)
Firewall

Security Settings

Summary

Finalizar ‘ Cancelarl Ayuda

14. Hacer click en Siguiente.

Cisco SDM Express Wizard

Confi ion St Basic Configuration
onfiguration Steps Host Mame: |vourname Dornain Mame: |yourdomain.com
- Username and Password-
Overview

Your rauter cames with a factory default login username and password. You must

» Basic Configuration
LAN IP Address
DHCP

change these values to make your router secure.

After you complete the Cisco SDM Express Wizard, enter this newy login username
and passward to reconnect to the router.

* Enter new USErname:;

admin
T {minimum & characters)

Internet (WAN)

* Enter new password:

Firewall * Reenter new password:

Security Settings
- Enable Secret Password

Summary

This password is used to administer the router when using the command-line

interface (CLI.
feanaroy {minimum & characters)
o]

* Enter new password:

* Reenter new password:

* indicates mandatory fields.

<angs | siguente» | rinzizer | cancslar| ayuda |

15. Introducir el username admin y la contrasefia (proporcionada por el proyecto), y se
le coloca la misma contrasefia para la configuracién por medio linea de comando
(CLI).

16. Presionar Siguiente.



17. Verificar que tenga la opcién SDM seleccionada, y luego presionar Siguiente.

18. Verificar que tenga la opcion Yes seleccionada y presionar Siguiente.



[~ - |

Cisco SDM Express Wizard
. LAN Interface Configuration
Configuration Steps
You should change the default LAM [P address helow. Use this new IP address to
reconnect to the router from your browser.
Overview

Eridae-ta Interface: Wiant (HWIC 4ESWW)
Basic Configuration

» LAN IP Address
DHCP

IP Address: |192.168.2.3

Subnet Mask: |255.255.255.D ar Subnet Bits: |24 E

Internet (WAN)

Firewall
“ireless Parameters
Security Settings
The S5I0 is a unigque identifier thatwireless networking devices use to establish
Summary and maintain wireless connectivity. Enter the SSID here.

*521D: iCONECTATE

* jndicates mandatory fields.

<aras | siguiente> | riocize | cancelar|  ayga |

19. En esta opcidn se configura el IP local del Router, (Se le configura el SSID del
Router, pero este sera borrado al iniciar el wireless porque no tiene la opcion de
broadcast SSID seleccionada). Luego de introducirle los datos presionar Siguiente.

-

Cisco SDM Express Wizard

. DHCP figurati
Configuration Steps i

You can configure your rauter to be a DHCP server and provide P addresses to the other
hosts on your LAN by specifving a pool of private IP addresses that they can use.

QOverview I Enahle DHCF server on the LAN interface:

Enter the starting and ending IF addresses forthe pool. These addresses must

Basic Conflguratlon he inthe same subnet as the LAN IP address you enterad.

LAN IP Address

» DHCP :
Internet (WAN) - .
Firewall —— Domain name serer (ONS)
Security Settings Enterthe primary and secondary DMS server IP addresses. Cisco SDM Express
uses these addresses for domain name and address resolution. Your netwark
Summaw administrator or ISP can provide these to you.

Frimary DNS:
Secondary DMNE:

i

Finalizar ‘ Cancelar‘ Ayuda ‘

= ptras ‘ Siguiente =

20. En caso que la escuela no tenga servidor Linux se debe dejar activado la opcién
DHCP y configurado los pardmetros y después presionar Siguiente.



21. Dependiendo de la conexidn de Internet se configuraran estos parametros.
1. Sies por tierra (ipaccess), se debe escoger en la opcion Address Type dinamyc.

2. Si es Satelital, se debe escoger la opcion Address Type Static IP Address y se
le coloca el IP publico, con su respectiva Mascara de Sub-red, Seleccionar

Siguiente.
r ~
Cisco SDM Express Wizard
WAN Configuration { Imerface:FastEthernetd )
Configuration Steps
Note: Enter the WAk parameters that your service provider gave wou.
¥ I~ Enable PPFoE
Overview
Basic Configuration ~ Address Type |Static IP Address -l

LAN IP Address
IP address:

DHCP

v Internet (WAN) Subnet mask: or Subnet Bits: ]_E

Firewall

Security Settings

Summary

= Aras Siguiente = Finalizar Cancelar Ayuda

3. Sies ADSL, se debe escoger la opcion Address Type Static IP Address y se le
coloca el IP 201.X.X.X (El IP debe ser el mismo que se le coloca al servidor en
el Serverconfig), con su respectiva Mascara de Sub-red, Seleccionar Siguiente.

[ = - |

Cisco SDM Express Wizard
WAN Configuration { Interface:FastEthernetd )
Configuration Steps
HNote: Enter the VWAN parameters that your service provider gave you.
: [~ Enable PPPoE
Overview
Basic Configuration - Address Type jstatic IP Address .L]

LAN IP Address
IFP address:

DHCP

» Internet (WAN) Subnet mask: or SubnetBits: | 3

Firewall

Security Settings

Summary

< ptras Siguiente = | Finalizar Cancelar Ayuda




Cisco SDM Express Wizard

Internet (WAN) - Advanced Options

Configuration Steps

There is no default route configured on the router. A default route ensures that

n outgoing traffic will always be sentta another router on the netwark.
Overview

Basic Conﬁguratinn | W Create Default Route

~ ’ )
LAN IP Address Llse This Interface as Forwarding Interface

{Ifyour ISP has given you a next hop IP address enter it here)

DHCP

v Internet MA-N.} .
Firewall 1
Security Sattiﬁgs :

Summary

-

= Atras lSiguiente>l zaf l Cancelar! Ayuda l

4. Esta opcion es para las conexiones Satelitales y ADSL: Colocarle un
gancho a la opcién Create Default Route, seleccionar la opcién Next Hop IP
Address y colocarle la direccion IP del Modem de C&W (Gateway). Presionar
Siguiente.

Cisco SDM Express Wizard
Conﬁguratio n Sleps Internet (WAN;) - Private IP Address
v Enahle NAT
* Configuring RAT allows multiple devices on the LAN to share this WAR connection.
Overview
i = Configure port address mapping to associate public IP addresses {which outside
Basic Configuration users can use) with the private IP addresses ofthe servers in the LAN.
LAN IP Address ; -
= Frivate IP Address Fublic IP Address Protocol
DHCP Add...
+ Internet (WAN)
Firewall
Security Settings
Summary
7 PC with private IP address
o g 5
i!

= Afras Siguiente = Cancelar Avuda




22. Presionar Add...
Add Address Translation Rule

Server IP Address

Additional Information
Twpe of Server;

Specify the port used by the senn

Ok

Frivate IP Address: 192.168.2.2
Fublic IP Address:

O |P address of YAk

@ Mew P Address  |190.34.132.34]

and the port outside users will connect (translated por).

Cancel ‘

-Selectan entry  +

er intarnally {original por

—
——
I

Help

23. Se coloca el IP privado que es el 192.168.2.2 y se toma la opcion New IP Address

para colocarle el IP pablico con el cuél se
presiona OK y luego Siguiente.

verd el servidor desde Internet. Luego se

-

Cisco SDM Express Wizard

~

Firewall Configuration

Configuration Steps

Overview

Basic Configuration

i
LAN IP Address e eatiog

Cisco SOM Express can configure a firewall that will provide basic protection for yaur
netwark yet allow necessary traffic to pass through the firewall. Ifyou want to change firewall
settings after initial setup, you can use SDM to do so.

otect my network with a fireweall,

Mo, | will configure a firewal| later.:

DHCP
Internet (WAN)
» Firewall

Security Settings

Summary

<prgs | siguente= | i | cancelar|  ayuga |

24. Seleccionar la opcion No, I Hill configura a firewall later. Presionar Siguiente.



25. Verificar que solamente la opcion Disable SNMP services on your router, no este
seleccionada.

-

Cisco SDM Express Wizard

) Security Configuration
Configuration Steps o
These recommended security settings are enabled by default.
|v Disable SNMP services on your router
Overview This disahles SNMP services an your router.
Basic Configuration [v Disable services that involve security risks

This disables active senices such as Finger, PAD, COP etc. which may make your

LAN IP Address touter vulnarakle t security attacks.

DHCP v Enable services for enhanced security on the router network
Internet (WAN) :’thtsesnables Logging and other services, which will enhance the security on the
Firewall v Enhance security on router access

» Security Settings This configures SSH for router access, sets the banner, enfarces a minimurm

password length, and restricts the number of unsuccessful login attermpts.

Summary

[v Encrypt passwords

This encrypts all passwords on your rauter by enabling password encryption
SErvices.

v Synchronize router date and time settings with PC settings

This synchronizes router date and time with the date and time on the PC.

= Atras Siguiente = Finalizat I Cancelar J Ayuda
26. Presionar el botdn Finalizar.
Cisco SDM Express Wizard
. Cisco SDM Express Summary
Configuration Steps
Summary of changes you have made:
]
Overview Basic Configuration 1
Host Mame: yaurnarme
' . + Domain Mame: yourdomain.com
Basic Configuration s s
Password: ST =
LAN IP Address Enable Secret Password: TR
DHCP LAN Configuration
Interface: Byl
Internet (WAN) IP Address: 192168.2.3
Subnet Mask: a5 765 650
Firewall S5ID: CONECTATE
Security Settings DHCP Configuration
DHCFP Server Canfiguration: DHCP server not enabled
» Summary Primary DRE: Mat set
Secandary DHE: Mat set
WAN Configuration
Interface: FastEthernetd [se]
ol T 28
Ifyou are satisfied with the configuration, click Finish. Otherwise, click Back to make
changes.
= Afras Siguiente = Finalizar Ayuda




27. Presione OK en la ventana de Cisco SDM Express.

-,

Cisco SDM Express Wizard Configuration Delivery

The configuration is being delivered to the router. This may take up to
& several minutes. You will lose cannectivity with the router after configuration
delivery. Click on QK to shut down Cisco SDM Express,

(0]

28. Presionar OK para terminar el proceso de configuracion del SDM Express Wizard.

L o

Cisco SDM Express - Reconnection Instructions

[fyou specified a new P address for the LAMN interface, you will lose your
connection to the router when yvou click Ok,

To reconnect, vou must ensure thatthe PC is on the same subnet as
the LAMN interface.

1. Give your PC & static IP address on the same subnet (192 163.2.0)
as the LAM interface.

2. 0pen a hrovwser and enter the IP address you assigned to the LAk
interface chitp(s) M1 92.168.2.3).

3. Log inwith the username and password you entered in the wizard.

Your router has awireless interface. Click Launch Wireless Application
inthe Cisco S0OM Express Tasks menu to configure this interface and
make other changes to your wireless network.

In Cisco SDM, select Launch Wireless Application from the Tools menu.

v Save the above instructions to a file.

|C:1Dncuments and SettingsiepereziEscritorin\Reconnectior

)4

29. El siguiente paso es colocarle un IP estatico dentro de la red, a la tarjeta de conexién
de area local, para poder configurar la opcién de wireless.

30. Se introduce el IP que se le asigné al Router en el Navegador Web, y luego para
entrar se deben repetir los pasos del 4 al 12. (En el navegador web se debe colocar
el IP que se le configur6 al Router).



31. Configuracion la opcidn de Wireless del Router

Eﬂ Crverview

You can configure wireless parameters by l[aunching the wireless application.

g‘;@ Basic Configuraton

€2 Internet (WAN)

g Firenall

DHCP Click 'Launch Wireless Application'to launch the application to configure wireless
parameters. This application will open in a new window.
MAT

* 4
+2* Routing

@ Security

ﬁ Reset to Factory Default

@ Fing
@ Telnet

EA Cisco SDM

&2 Soitware Update

Wireless 14:16:54 PCTime Mon Oct15 2007 (&

32. Hacerle click el boton Launch Wireless Application.

ende =)=
|Live Search ‘ Ll

vided by Panama A

ertificada | “_ﬂ |E

G@ - ‘E https:if192.168.2. 3} archive/flash:wlanui/htmiflevel 15/ atg_express-security-brg. shtml Erraor de

o & gWireIess Management Cisco 871W Router - Express 5. l_l @ o % > Pégina - @Hen’am\entas < 7
L
alaln
cisco Wireless Management - Cisco 871W Router
Hostname yourname yourname uptime is 3 hours, 28 minutes
Wireless Express
Sewﬂ_lrl!y Express Security Bridging
Routing




33. Seleccionar Wireless Express Security, y luego Bridging.

551D Table 3
SSID VLAN Br'ildge Grp. Encryption | Authentication Key Native Broadcast
umber Management VLAN SSID
® COMNECTATE | none 1 none open none
U
Gl im0 | 0 0 0 A, Gopyright () 2002-2007 by Cisco Systems, Inc. —
3 € Internet #100% - "

34. En esta opcidn se le debe dar click en Delete para que borre la configuracion que
tiene en wireless.

e

i1

Windows Internet Explorer m

9P WARMIMG:
\:) The setkings shown on this page will be updated,
Click "OK' to continue,

[ fceptar ][ Cancelar

35. Dar click en Aceptar.

@ Wireless Management Cisco 871W Router - Express Security Bridging - Microsoft Internet Explorer provided by Panama Aprende

=\
@@ ~ &) httpsi}j192.188.2.3/archive/flashuwlanuijhtmllevelf 15/atg_express-security-brg.shiml || 8 Error de certificada | 49| K| |Live search |[2]-
o [@Wireless Management Cisco 871W Router - Express 5. l_l ﬁ - B @ - i Pagina ~ @He[ram\entas < ¥
- &l
Hostname yourname yourname uptime is 3 hours, 33 minutes
Wireless Express
Routing SSID Configuration
1. SSID Broadcast SSID in Beacon
2. VLAN @ NoVLAN O Enable VLANID:| | (1-4094) [ Native VLAN
3. Bridge Bridge Group Number: (1-255)
4. Security @ No Security 1
© Static WEP Key
Key 128 bit |+
O EAP Authentication
RADIUS Server: l:l (Hostname or IP Address)
RADIUS Server Secret: l:l
O WPA L
RADIUS Server: l:l (Hostname or IP Address)
RADIUS Server Secret: l:l
vl

3 € Internet #100% -



36. En la opcion de SSID se coloca CONECTATE, se selecciona la opcion de
Broadcast SSID in Beacon, y en Bridge Group Number se le coloca 1.

37. Hacer click en el botén Apply.

. o

Windows Internet Explorer

9P WARMIMG:
\““\I") The setkings shown on this page will be updated,
Click 'Ok bo conkinue,

[ Arcepkar H Cancelar ]

38. Seleccionar el boton Aceptar.



Configuracion del Router por Interfaz de Linea de Comando
(CLI)

1. Presionar Inicio, Programas, Accesorios, Comunicaciones y escoger la opcion
HyperTerminal.

Descripcion de la conexion

Ezcriba un nombre v elija un icono para la conexidn:

Marbre:
cunectatal

lcono:

[ Aoeptar H Cancelar ]

2. Colocar cualquier nombre en el campo Nombre y darle Aceptar.
3. Escoger en la opcion Conectar usando: COM1

Conectar a

W conectate

Escriba detalles del nimero de teléfono que desea marcar:
Fais o regidn:

Cadigo de area:

Mumera de

teléfornn:

Conectar uzando: | COM1 v
Conexant D110 MDC V.92 Modem
COM3
COm1
TCPAIP [winsock]




4. Tomar los siguientes parametros y presionar Siguiente.

Propiedades de COM1 (23
Configuracidn de puerta |
Bitz por segundo:; |SEDD M
Bits de datos: | 8 M
Paridad: |Ningun0 M
Bitz de parada: | 1 M
Control de flujo: |Ninguno M
[ Restaurar predeterminados ]

[ Aceptar l ’ Cancelar] ’ Aplicar ]

5. Presionar Enter para que la Interfaz de Linea de comando le pida el usuario y el
password.

- &
@ conectate - HyperTerminal g

Archiva Edicidn  Wer Llamar TramsFerir  Ayuda

Authorized access only!
Disconnect IMMEDIATELY if vou are not an authorized user!

User Access Verification

Username: _

00:00:17 conectado Autodetect, 9800 8-N-1 DESPLAZAR MY | HUM | Capturar | Imprimi

6. Luego de haber introducido el usuario y el password, se debe entrar al modo de
configuracion global, mediante el siguiente comando



@ conectate - HyperTerminal

Archiva  Edicion  Yer Llamar  Transferic  Ayuda

D @& & DH

Authorized access only!
Disconnect IHMEDIATELY if you are not an authorized user!

User Access Verification

Username: admin

Password:

vournamelconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
yourname({config)#

00:15:00 conectada Aubodetect, 9600 §-N-1

7. Para poder configurarle el IP del Router se deben de escribir los siguientes
comandos:

% conectate - HyperTerminal

Archivo  Edicion  Wer Llamar Transferir  Avuda

O @35 05

Press RETURN to get started.

Authorized access only!
Disconnect THMEDIATELY if vou are not an authorized user!

User Access Verification

Username: admin

Password:

vournamefconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
vourname(config)#interface BVYI1

vourname({config-if)}#ip address 192.168.2.3 255.255.255.0
vourname(config-if)}#no shutdown

yourname{config-if}#_

00:29:13 conectado Aukodetect, 2600 &-N-1




8. Escribir los siguientes comandos para configurarle la direccion IP estética a la
interfaz WAN.

@ conectate - HyperTerminal g@ %

Archivo  Edicion  Wer Llamar Transferir  Avuda

O @35 05

Press RETURN to get started.

Authorized access only!
Disconnect IHMMEDIATELY if vou are not an authorized user!

User Access Verification

Username: admin

Password:

vournamefconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
vourname{config)}#interface fa &

vourname{config-if)#ip address 190.34.132.34 255.255.255.248
vourname({config-if)}#no shutdown

vourname{config-if)#exit

vourname(config)#_

00:18:52 conectado Aukodetect, 2600 &-N-1

9. EIl nombre de usuario para administrar el Router se configura de la siguiente
manera:

@ conectate - HyperTerminal

Archivo  Edicion  Wer Llamar  Transferir  Avuda

Press RETURN to get started.

Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!

User Access Verification

Username: admin

Password:

vournamelfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
yourname(config)#username admin

yourname{config)#_

00:36:32 conectado Autodetect, 9600 8-M-1




10. La contrasefia se configura de la siguiente manera:

% conectate - HyperTerminal

Archivo  Edicion  Wer Llamar Transferir  Avuda

D @3 0H

yourname cond is now available

Press RETURN to get started.

Authorized access only!
Disconnect THMEDIATELY if vou are not an authorized user!

User Access Verification

Username: admin

Password:

vournametconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
vourname({config)}#tenable secret 5 mxxxxxx

00:46:57 conectado Aukodetect, 2600 &-N-1

11. Para realizar la configuracién del Routing (Ruta estatica):

@a- HyperTerminal

Archiva  Edicion  Wer Llamar Transferic  Avuda

D & & 0BF

Press RETURN to get started.

Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!

User Access Verification

Username: admin

Password:

vournameticonfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
vourname({config)#ip route 0.0.6.0 0.0.6.0 196.34.132.33

vourname{config}#_

00:07:19 coneckada Autodetect. 9600 8-N-1




12. Para realizar el NAT estatico del servidor debe colocarse el siguiente comando

r% I - HyperTerminal g@ .

Archivo  Edicion  Wer Llamar Transferir  Avuda

vourname con® is now available

Press RETURN to get started.

Authorized access only!
Disconnect THMEDIATELY if vou are not an authorized user!

User Access VYerification

Username: admin

Password:

vournametconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
vourname{config)#ip nat inside source static 192.168.2.2 190.34.132.34
vourname(config)#

00:09:30 conectado Aukodetect, 2600 &-N-1

13. Para configurar el NAT que van a utilizar las computadoras se deben ingresar los
siguientes comandos (EI niumero de access-list puede ser definido del 1 al 100, y en
ambos comandos debe ser el mismo).

@& HyperTerminal

Archiva  Edicion  Yer Llamar  Transferic  Ayuda

Authorized access only!
Disconnect IMMEDIATELY if you are not an authorized user!

User Access Verification

Username: admin

Password:

vournameficonfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
yourname{config)#access-1list 100 remark SDM_ACL Category=2
yourname({config)#access-1list 100 permit ip 192.168.2.0 0.0.0.255 any
yourname{config)#ip nat inside source list 108 interface fa & overload
yourname(config)#int fa &

vourname{config-if)#ip nat outside

yourname({config—if)#no shut

yourname({config-if)Hexit

yourname({config)#

00:19:55 conectada Aubodetect, 9600 §-N-1




14. Para la configuracion del servicio DHCP se deben colocar los siguientes comandos

&0 HyperTerminal

mE X

Archiva  Edicion  Wer Llamar Transferic  Avuda

Disconnect IHMEDIATELY if vou are not an authorized user!
User Access Verification

Username: admin

Password:

vournamefconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
vourname{config)}#no ip dhcp use vwrf connected

vourname({config)#ip dhcp excluded-address 192.168.2.1 192.168.2.9
yvourname{config)#ip dhcp excluded-address 192.168.2.41 192.168.2.25%4
vourname(config)#ip dhcp pool sdm-pooll
vourname{dhcp—config)#import all

vourname { dhcp—config)#network 192.168.2.0 255.255.255.0
vourname{dhcp—config)#dns—server 201.225.225.225 201.224.73.162
vourname({ dhcp—config)#defaul t-router 192.168.2.3
vourname(dhcp—config)#ip tcp synwait-time 10

vourname({config)#no ip bootp server

vourname{config)#ip domain name yourdomain.com
vourname(config)¥#ip name-server 201.225.225.225
vourname(config)#ip name-server 201.224.73.162
vourname({config)#ip ssh time-out 60

vourname{config)#ip ssh authentication-retries 2
vourname{config}#_

00:25:13 coneckada Autodetect. 9600 8-N-1

15. Configuracion de las opciones Inalambricas

% b - HyperTerminal

==k

Archivo  Edicidn  Yer Llamar  Transferir  Ayuda

User Access VYerification

Username: admin

Password:

vourname#configure terminal

Enter configuration commands, one per line. End with CHTL/Z.
vourname(config)#interface Dotl1Radio®
vourname(config-if)#no ip address

vourname (config-if)#no shutdown

vourname(config-if)#ssid COMECTATE
vourname(config-if-ssid)#authentication open
vourname(config-if-ssid)#guest-mode
vourname{config-if-ssid)#$.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
vourname (config-if)#station-role root
vourname{config-if)#bridge-group 1
vourname(config-if)#bridge-group 1 subscriber-loop-control
vourname{config-if}#bridge-group 1 spanning-disabled
vourname(config-if )#bridge-group 1 block-unknown-source
vourname{config-if)#no bridge-group 1 source-learning
vourname{config-if)#no bridge-group 1 unicast-flooding
vourname{config-if)#no shutdown

vourname(config-if)#exit

vourname{config}#_

<
00:17:41 conectado Aukodatect, 9600 8-N-1
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16. Para guardar la configuracion debe de colocar el siguiente comando

@& g - HyperTerminal

Archivo  Edicion  Wer Llamar Transferir  Avuda

Authorized access only!
Disconnect THMEDIATELY if you are not an authorized user!

User Access Verification

Username: admin

Password:

yournamefcopy run start

Destination filename [startup-configl?
?Hé}ding configuration. ..

vournameH_

00:00:58 coneckada Autodetect. 9600 8-N-1




