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Abstract

Advances in e-health bring new challenges with regard
to the protection of sensitive patient data; an increasing
number of applications require to share data with con-
sumer healthcare services. Typically the providers of those
services reside outside the traditional health care domain,
where medical data protection laws (such as HIPAA) do
not apply. Instead, technical means of protection should
safeguard critical health data that is shared with third par-
ties. In this paper, we show that cryptographic privacy-
enhancing protocols are a key tool to protect the privacy
of patients in upcoming consumer e-health services. In par-
ticular we focus on services offering health advice, allowing
to locate specialists and supporting the formation of patient
communities.

1 Introduction

Data security and privacy are traditionally important is-
sues in healthcare. Recent developments such as digitiza-
tion of health records and their use in emerging applications
in the personal health care domain pose new challenges to-
wards the protection of patient data. In contrast to other do-
mains, such as the financial sector, which can absorb some
costs of system abuse (e.g. credit card fraud), healthcare
cannot. Once sensitive information about an individual’s
health problems is uncovered and social damage is done, it
is impossible to revoke the information.

It is expected that the importance of privacy and security
in this domain will escalate with the forthcoming applica-
tions of personal, user-focused healthcare services. In the
traditional healthcare sector, data protection relies to a great
extent on regulations (such as HIPAA in the US or the EC
Directive 95/46) and procedures. This form of protection
is quickly becoming ineffective once information is either
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shared between healthcare providers or transferred beyond
the traditional healthcare domain. Indeed, new applications
will demand more consumer/patient involvement at all lev-
els of healthcare. People will take a more active role in
their own health management and consequently be more
involved in keeping, managing and sharing important and
very sensitive health records. It is anticipated that these
tasks will require assistance of external service providers,
which may not be bound to specific healthcare data protec-
tion laws.

This trend of patient empowerment has already been
widely supported. First, a number of solutions [2,5,7] have
been introduced in the market that allow patients to collect
their own health-related information and to store them on
portable devices, PCs, and in online services. These solu-
tions are often referred to as Personal Health Record (PHR)
services. PHRs store patient health data that is supplied
by the patient himself, external third parties such as well-
ness centers, and health care providers. Already a num-
ber of products in the market allow patients to automati-
cally enter measurements and other medical data into their
PHRs [4, 6]; for example a weight-scale sends its informa-
tion via Bluetooth to a PC from which the data is uploaded
to PHRs. Furthermore, as third parties such as fitness clubs
and weight control organizations are professionalizing, they
may want to use data from or provide data to a patient’s
health record—a need that has recently been recognized by
the Continua standardization alliance [3]. Finally, health-
care providers are a natural source of patient health records.
A PHR system usually comes with applications for both the
patient and the care provider (mainly general practitioners),
the latter allowing care providers to add information to the
patient’s PHR.

PHRs thus provide a solid basis for a number of health
related services that require patient data, such as fitness,
weight management or stress management services. Very
often PHRs are coupled with additional basic services for
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their users, which allow them to get preliminary advice on
symptoms, find a doctor in their vicinity that is specialized
in a particular area or allow the creation of communities of
patients that have similar diseases. These services, which
are usually run at providers outside the traditional health-
care domain, require access to certain (potentially highly
sensitive) parts of a patient’s PHR. Therefore, the patient
often faces the dilemma of either disclosing sensitive infor-
mation to a third party or keeping it secret and not obtain-
ing the service. One way to solve this dilemma is to apply
cryptographic techniques, such as private profile matching
techniques which have recently been introduced in cryptog-
raphy, so that the service provider gets as little information
as possible on the patient’s PHR data. In those solutions,
two parties often want to compute the degree of “similar-
ity” between data they possess, without disclosing the data
to each other. The central tool to construct such schemes are
semantically secure public key encryption schemes, which
allow calculations to be performed on encrypted data with-
out having to access the data in the clear.

In this paper, we study the use of cryptographic private
profile matching techniques in the context of healthcare ser-
vices based on PHRs. In particular, we discuss three differ-
ent application scenarios: (1) sharing a health profile of a
patient with a service provider to get preliminary advice on
his health status, (2) finding a doctor who best matches a
patient’s health profile and (3) creating a community of fel-
low patients that suffer from similar health problems. In all
scenarios, we show that services can be implemented that
provably do not reveal any sensitive patient data to the ser-
vice provider.

The rest of the paper is organized as follows. Section 2
gives a brief overview of the basic cryptographic mecha-
nisms, while Section 3 outlines the cryptographic protocols
that are required to implement privacy preserving services.
Section 4 details the three above mentioned PHR service
scenarios. Finally, Section 5 concludes the paper.

2 Cryptographic Tools

As a central tool to implement privacy-preserving rec-
ommendation systems, we use homomorphic public-key en-
cryption schemes. Such schemes allow to compute linear
combinations of encrypted values without need for prior
decryption. Formally, a (public key) encryption system
Epi(+), where pk denotes the public key, is additively ho-
momorphic, if for any messages x and y taken from the
message space of the encryption scheme, we have

Given two encryptions Fp(x) and Epi(y), an encryption
of the sum Ep, (2 + y) can thus directly be computed. Note
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that this property implies that
Bpi(c-x) = (Epr())

for every integer constant c. Thus, every additively homo-
morphic cryptosystem also allows multiplication of an en-
crypted value with a constant available or known as clear
text.

The Paillier cryptosystem [10] provides the required ho-
momorphism, if both addition and multiplication are con-
sidered as modular. The encryption of a message m € Zy
under a Paillier cryptosystem is defined as

By

k(m) = g™ mod N?,

where NV = pq, p and ¢ are large prime number, g € ZY, is
a generator whose order divides IV, and r € Z is arandom
number (blinding factor). We then easily see that

E,

ok (T) Epr(y) (ngi.V)(gyréV) mod N2

g”ﬂ’(rwry)N mod N?

Epk(‘L + y)

The Paillier cryptosystem satisfies a strong security prop-
erty, called semantic security. Due to the use of random-
ized encryption (for the computation of each encryption of
a message m, a new random value r is chosen), an adver-
sary cannot even see whether two encryptions correspond
to the same plaintext.

The homomorphic property allows performing linear op-
erations directly on encrypted values. For example, to ob-
tain the encrypted correlation between an encrypted vector
x and a vector y known in the clear, one can compute

Ep(<x,y >)

M

Epi <Z xzyz>
=1

M

=1

M
11 Boe (o). (1
=1

Thus it is possible to compute an inner product directly in
case one of the two vectors is encrypted. One takes the
encrypted samples E,;(z;), raises them to the power of y;
and multiplies all obtained values. The resulting number
itself is also in encrypted form. Here we implicitly assume
that x;, y; are represented as integers in the message space
of the Paillier cryptosystem (i.e. z;,y; € Zy) and that all
computations do not overflow when performed modulo N.



3 Privacy-Enhancing Recommendation Pro-
tocols

In this section, we show how homomorphic public-key
encryption can be used to implement privacy-enhancing
protocols for profile matching and subset matching.

3.1 Profile Matching

In the case of profile matching, two parties A and B pos-
sess two vectors x and y respectively. A wants to know the
degree of similarity between his vector x and the vector y;
neither party wants to disclose his vector to the other party.

Depending on the similarity measure, different imple-
mentations are necessary. Figure 1 shows the implementa-
tion of a privacy-preserving profile matching protocol if the
similarity between x and y is measured by their correlation.
This protocol, which utilizes the properties of Equation (1),
has repeatedly been applied in the context of privacy pro-
tection [9].

If the similarity between x and y is measured by the Eu-

clidean distance, d(x,y) Zf\il(% — y;)?, then the
protocol of Figure 2 can be utilized. In this case, the party
A pre-computes encryptions of the squares of the elements
of x, which cannot be directly computed under encryption
using only homomorphic properties. (This precomputation
step increases the communication complexity; however, this
is preferable over protocols that require to jointly compute
multiplications on encrypted numbers.) Similar protocols
have been used in multimedia recommender services [11].

Even though privacy-preserving protocols traditionally
add a considerable level of complexity, the protocols of Fig-
ure 1 and 2 are extremely efficient: they require only one
round of interaction (i.e., A sends data to B and immedi-
ately receives the result) and their communication complex-
ity is linear in the length of the vectors. Furthermore, they
provably protect the privacy of both A and B: as all op-
erations are performed on encrypted values, the semantic
security of £, immediately implies that B cannot get any
information about the vector x, while A obtains only the in-
tended result and cannot derive any further information on
B’s vector y.

3.2 Subset Matching

In the case of subset matching, two parties A and B en-
code their preferences as binary vectors x,y € {0, 1}
of length M. Every entry of x or y set to one indicates
the preference of a specific condition. A wants to know
whether his preference is a subset of the preferences of B,
i.e., A needs to check whether the positions marked with
ones in his vector x are also marked with ones in the vector
y. We will denote this condition as x C y.
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The protocol depicted in Figure 3 allows testing the con-
dition x C y in a privacy preserving manner using the prin-
ciple of secure polynomial evaluation. A starts with en-
crypting the bits of x and hands the encryptions over to B,
who computes (using homomorphic properties) an encryp-
tion of the sum Z = Zi\il xi(xi —y;) Zf\il (x; —xiy:)-
Note that this sum is zero if and only if the positions z; set
to one are also set to one in y. Finally, B blinds the re-
sult with a random value and sends the obtained encryption
back. A can decrypt the result and declare a match if he
obtained a zero.

Again, the protocol is efficient (it requires one round of
interaction and linear communication complexity). Further-
more, it provably protects the privacy of both parties: due to
the semantic security of the encryption, B cannot access the
preferences of A. Furthermore, at the end of the protocol,
A only obtains a binary answer.

4 PHR Usage Scenarios

In this section we describe examples of consumer health-
care services that can be implemented in a secure way by us-
ing the protocols introduced in Section 3. In particular, we
concentrate on three scenarios: getting preliminary health
advice, locating a specialist and forming patient communi-
ties.

4.1 Health Advice

Nowadays, a number of health services on the Internet
offer health advice based on questionnaires submitted by the
user. These questionnaires typically include, besides demo-
graphic information, subjective and objective health data.
The former consists of personal opinions collected from the
patients, whereas the latter can be data obtained from mea-
surement devices or retrieved from a PHR.

In the following we consider a simplified version of a
health recommendation system, which compares the user’s
health data with a number of reference profiles. For each
reference profile, the similarity with the profile submitted
by the patient will be computed. After finding the best
matching profile, advice corresponding to the health status
is given to the patient. Without any privacy protection in
place, the service learns the user’s health data. However,
as this data is detailed and sensitive, privacy-aware patients
may hesitate to use such services. To avoid disclosure of
patient’s health data, the PHR service can download the ref-
erence profiles from the service and make the comparison
itself. However, the reference profiles are the most valuable
asset of the service provider, who may therefore be reluctant
to disclose them.

To avoid both undesirable scenarios, we suggest apply-
ing the algorithms for private computations introduced in



Private Input of A: x = (x1,...,70)

Private Input of B: 'y = (y1,...,ym)

Private Output for A: x-y

A and B engage in the following protocol:

e A generates a pair of public and private keys pk/sk of the Paillier encryption system.
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B uses his vector y, computes Epi(x-y) = H?il Epi(x;)¥ and sends the result to A.

A decrypts the received value to obtain x - y.

Figure 1. Securely computing the inner product of two vectors.

Private Input of A: x = (x1,...,70:)

Private Input of B: 'y = (y1,...,ym)

Private Output for A: d(x.,y) = Zfil(l'l —yi)?
A and B engage in the following protocol:
e A generates a pair of public and private keys pk/sk of the Paillier encryption system.

e A encrypts x to obtain Epy(x) = (Epg(x1), ..., Epk(xar)). Furthermore, he encrypts all squares of values in x to

B uses his vector y and computes encryptions Epi(y) = (Epk(v1),....Epr(ya)). Finally, B evaluates
Epe(d(x,¥)?) = [T, Ep(22) Epi (1)~ 2% By (y2) and sends the result to A.

A decrypts the received value and takes the square root to obtain d(x,y).

Figure 2. Securely computing the Euclidean distance of two vectors.

Private Input of A:  x = (21, ..., xm) € {0,1}M

Private Input of B: 'y = (y1,...,yn) € {0,1}M
Private Output for A: TRUEiffx Cy

A and B engage in the following protocol:

e A generates a pair of public and private keys pk/sk of the Paillier encryption system.
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B uses his vector y and computes Ep(Z) = H;‘il (Epk (i) Epg(z;)~Y*). Furthermore, B picks a random value r,

multiplicatively blinds the encryption E,;(Z) with 1 and sends the result Epy, (rZ) = Ep,(Z)" back to A.

A decrypts the received value and declares a match if the decrypted value is zero, otherwise he will declare a mismatch.

Figure 3. Securely matching two binary vectors.
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Figure 4. Privacy-preserving health advice service.

Section 3, allowing both the patient and the service provider
to keep their data protected. The architecture of the pro-
posed privacy-enhanced advice service is depicted in Fig-
ure 4. After receiving a request from the user (step 1), the
PHR system generates a public/private key pair. It selects
and encrypts required health data from the user’s record
before sending it to the third party service (step 2 in the
figure). The service now performs the similarity calcula-
tions directly on the encrypted data; depending on the type
of the data that needs to be compared, the service can use
one of the protocols from Section 3.1 to compute a distance
measure between the user profile and all available reference
profiles. This process yields one encrypted value for each
reference profile; these encrypted results are sent back to
the PHR system (step 4). Finally, the PHR system decrypts
the results and shows the degree of similarity with the refer-
ence profiles to the user. Additionally, an advice related to
the profile that gives the best match will be presented to the
user; the similarity ratings will also be added into his PHR
for future reference.

Alternatively, if the user does not trust his PHR system,
he may choose to store only encrypted values in the PHR.
Only a special client software installed at the patient’s home
computer will be able to access and decrypt the information,
while the PHR acts as a pure data storage system. In this
case the above described protocol is still applicable; how-
ever, the user’s trusted client has to decrypt results obtained
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from the service and find the best matching profile.
4.2 Locating a Specialist

Current “find a doctor” services, such as the one from the
American Medical Association [1] or WebMD [8], allow a
patient to find general practitioners located in the vicinity
or physicians specialized in certain fields (e.g. cardiology,
pediatrics, oncology, etc.). The patient is also able to see
which medical school granted a doctor a degree, as well as
where he did his training and what his major professional
activity is.

Typically, a patient is not only interested in finding any
doctor, but in finding a good or even the best doctor in a
certain area of expertise, related to a very specific medi-
cal problem he has. Currently, it is rather difficult for pa-
tients to obtain quantitative data (such as statistics of doc-
tor’s successfulness, education, scientific standing or mor-
tality rates) which would allow them to objectively select
‘the best” doctor for treatment. An intelligent “find a doc-
tor” service could obtain this data at a large scale, interpret
it and make ratings or recommendations of specialists avail-
able to the general public. The service may offer the option
to select the best matching specialist, given certain crite-
ria selected by the patients. However, as in the previous
scenario of obtaining health advice, privacy-cautious users
may be reluctant to use the service, as the query performed



by the patient potentially leaks information about their med-
ical condition. On the other hand, doctors usually do not
want to make raw statistics publicly available.

Therefore, we propose a privacy-preserving find-a-
doctor service that safeguards both the privacy of the pa-
tients and the confidentiality of the knowledge on which the
service is based. The setup of the protocol is similar to that
in Figure 4, except that the search criteria and the profiles
are encoded differently. The patient encodes, with the help
of a PHR server, the required medical expertise as a binary
vector: each position in the binary vector corresponds e.g.
to a disease or a specific symptom recognized by the pa-
tient. In a similar way, the service provider encodes the ex-
pertise of all the recommended doctors. The patient (or his
PHR service) initiates the protocol by encrypting his query
vector and sending it to the service, alongside with some
information encoding the region where the doctor’s prac-
tice should be located. The server performs, for each doctor
matching the given location, the subset matching protocol
of Section 3.2 to determine whether the doctor has at least
the expertise required by the patient. Finally, the service
sends the encrypted results, together with the contact de-
tails of the recommended doctors, back to the user. The
client software (or PHR service) can decrypt, check the re-
sult for a match and display the resulting recommendations.

4.3 Community Creation

Some healthcare portals allow the formation of patient
communities: patients who suffer from similar diseases can
engage in discussions, exchange experiences, or get specific
advice. Up to now, these communities usually rely on web
forums or mailing lists to disseminate information. A cen-
tral problem of community creation is the ability of a patient
to search for and join a community. A web service can sim-
plify this process: the patients can indicate their intention to
join acommunity and submit their preferences to the service
provider, which in turn manages a list of all available patient
communities and searches for an appropriate one. However,
as in the case of Section 4.2, the patient preferences leak
sensitive information about the patient’s health and should
thus be protected from untrusted remote services.

Using again the privacy-preserving subset matching pro-
tocol of Section 3.2, patient communities can be identified
without disclosure of sensitive health information. The ar-
chitecture of the system is depicted in Figure 5(a). A patient
who wants to join a patient community encodes his prefer-
ences in a vector (again, each position in the vector encodes
a disease or a specific symptom), encrypts the data and sub-
mits it to the service provider. This provider in turn retrieves
a list of available patient communities together with their
encoded profiles and engages for each of them in a sub-
set matching protocol. This process will yield to one en-
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crypted value for each patient community registered at the
service, indicating whether the community matches the pa-
tient’s profile. Finally, the service provider submits all ob-
tained encryptions together with the contact information to
the client software running on the patient’s PC. This soft-
ware decrypts all received outputs, checks for a match and
displays the contact information of all community services
that match the given patient profile.

Again, the protocols assure that the service provider can-
not access the patient profiles in the clear (the services learn
the patient identities only after they have decided to become
actual members of the community). Note that the same
approach can be used to construct a patient community in
a peer-to-peer fashion, based on the arbitration of a PHR
server, rather than relying on an external service, as indi-
cated in Figure 5(b). In this case, the patients who are will-
ing to participate in the P2P community register at a PHR
server, which maintains a location index of all interested
patients. In case a patient indicates his willingness to join a
community, the PHR server can distribute the request to all
other interested patients, who can then perform the match-
ing process in a bilateral fashion. (Both scenarios assume
semi-honest parties, who perform the matching honestly on
their input data; this must be assured through external mech-
anisms, such as reputation management).

5 Conclusions

In this paper we discussed how cryptographic privacy en-
hancing protocols can be used to secure sensitive patient
data in upcoming consumer e-health services, which are
offered by parties that are not bound to traditional strict
healthcare privacy laws. We showed that private matching
protocols can be successfully applied to services offering
health advice, help finding specialists or allow creation of
patient communities.
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