SWEBOK Chapter 4
Software Testing
The chapter begins with the definition of testing as an activity performed for evaluating product quality, and for improving it, by identifying defects and problems. Software testing consists of the dynamic verification of the behavior of a program on a finite set of test cases, suitably selected from the usually infinite executions domain, against the expected behavior.

Software testing is an activity which should encompass the whole development and maintenance process. It is much better to avoid problems than to correct them.
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Figure 1 Breakdown of topics for the Software Testing KA





Software Testing Fundamentals

A fault or defect is the cause of a malfunction. Failure is the undesired effect observed in the system’s delivery service. Discovering and removing faults is the goal of testing. 

Key testing issues include:

· Test selection criteria

· Test adequacy criteria

· Testing effectiveness

· Testing for defect identification

· The oracle problem

· Theoretical and practical limitations of testing—“program testing can be used to show the presence of bugs, but never to show their absence.”

· The problem of infeasible paths—control flow paths that cannot be exercised by any input data.

· Testability

Test levels include three big test stages:

· Unit—verifies the functioning in isolation of software pieces which are separately testable.

· Integration—verifies the interaction between software components.
· System—concerns the behavior of the whole system, non-functional requirements, external interfaces.

Objectives of testing—state the objective in precise, quantitative terms. Some examples of different kinds of testing are:
· Acceptance/qualification testing

· Installation testing

· Alpha and beta testing

· Conformance testing/functional testing/correctness testing

· Reliability achievement and evaluation

· Regression testing

· Performance testing

· Stress testing

· Back-to-back testing

· Recovery testing

· Configuration testing

· Usability testing

Test techniques should try to reveal as much potential for failure as possible—try to “break” the system. One way to classify is white box (tests rely on information about how the software has been designed or coded) vs. black box (test cases rely only on the input/output behavior). Other types of techniques include:
· Techniques based on the software engineer’s intuition and experience—ad hoc testing, exploratory testing

· Specification-based techniques—equivalence partitioning, boundary-value analysis, decision table, finite-state machine-based, testing from formal specifications, random testing

· Code-based techniques—control-flow-based criteria, data flow-based criteria, reference models 

· Fault-based techniques—error guessing, mutation testing

· Usage-based techniques—operational profile, software reliability engineered testing

· Techniques based on the nature of the application

Test-related measures

· Evaluation of the program under test--program measurements, fault types, classification and statistics, fault density, life test, reliability evaluation, reliability growth models

· Evaluation of the tests performed—coverage/thoroughness measures, fault seeding, mutation score

Test process

Supports testing activities and provided guidance to testing teams from test planning to test output evaluation in such a way as to provide justified assurance that the test objectives will be met cost effectively.

· Practical considerations—attitudes/egoless programming, test guides, test process management, test documentation and work products, internal vs. independent test team, cost/effort estimation, termination, test reuse and test patterns

· Test activities—planning, test-case generation, test environment development, execution, test results evaluation, problem reporting/test log, defect tracking
